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Konfiguration

Foljande guide &r tagen fran WatchGuard System Manager User Guide v10.0, kapitel 12, sid. 216-236.

Konfigurationsguiden aktiverar autenticering via engangskoder (mha RADIUS).

1. Sdkerhetskopiera nuvarande brandvaggskonfiguration!

2. Klicka pa Policy Manager: Setup > Authentication > Authentication Servers > RADIUS Server tab:

£, Authentication Servers

There are licenses for 5 authentication servers.

Fir et SecurlD | LDAP  Active Directory

Before configuring the Firebox to use RADILS suthertication server, make sure
the server can successfully accept and process RADIUS authentication
request.

Primary Server Settings | Secondary Server Seffings

Enable RADIUS server
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[X] Enable RADIUS Server
IP Address: SERVICE.FEDLOGIN.NET (alt: 213.132.98.162)
Port: 1812

Secret: ENLIGT TJANSTESPECIFIKATION ”SHARED
SECRET”

Confirm: ENLIGT TJANSTESPECIFIKATION ”"SHARED
SECRET”

Timeout: 10 seconds
Retries: 3

Group Attribute: 11

3. Klicka pa Policy Manager: Setup > Authentication > Authorized Users/Groups

I I, Authorized Users and Groups

Define usérs and groups 10 use in policies and aiasas. Make sure the uzer of group name you sod
matches & user of group already configured on your suthenbication server

Name [Type [ Auth Server | Description | [Casa,
ExampleGroup Group Firebon-DB Group Created a3 an

PPTP-Users Group Firebox-08

RemoleAuth Group Firetax-0E Remote Firebox Auth.

usert User Firebox-0B User 1

user User Firebox-DB User 2

uzerd User Firebox-0B User 3

userd Uzer Firebox-DE User 4
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Klicka pa Add...

Name: fedlogin

Description: Fedlogin
Type: Group

Auth Server: RADIUS
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Define New Authorized User or Group

MName: |
Description;
Type: (%) Group () User

Auth Server | any :a

4. Autenticeringstest

Oppna en webblisare och surfa till
https://firebox-externt-ip:4100 (obs port 4100)

Username:

W Fchuard Passmord Username: SE SEPARAT DOKUMENTATION

Oomain: [Firebox-08 |v] Password: SE SEPARAT DOKUMENTATION
[togin |[Reset | Domain: RADIUS

Klicka pa Login.

5. Lagg till gruppen fedlogin i relevanta policies.

6. Skapa en Mobile VPN IPSec-anvindare (inte PPTP) och anslut.




